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Rationale



How The User is Misled

The website I chose is an online crane game service named TOREBA. 

The target audience are people between the ages of 18-34.

The two deceptive UX methods used to mislead the user are:�
�� Progressive Unlocks


This dark UX presents users with a limited amount of crane game machines and prizes. 
Exclusive crane machines gradually unlock over time as the user plays and interacts with 
the site. Users will have to play crane games to unlock levels and crane machines. Users 
between the ages of 18-34 are more likely to get addicted to gaming sites. This adds to 
the addictive aspect of the site and forces the users to continue engaging with the site�

�� FOMO | Win Notifications

“Sorry! YOU MISSED OUT”. Implementing live sales and crane game wins as notifications 
at the bottom of a website causes urgency to the user to quickly purchase products 
before it gets won by someone else. The use of wording saying “you missed out” puts 
pressure to the user. It is used to create FOMO (fear of missing out) among customers. 
This is particularly effective for a online crane game service because there limited stock of 
certain items. By using this tactic it exploits users psychological principles to influence 
user behaviours. The target audience of the users are teens and young adults which 
makes them more venerable to the feeling of FOMO.

“Toreba allows you to remotely play real crane games through the internet. 
Any prizes you have won can be shipped to your place. Replay videos may also 
be uploaded, allowing you to watch your previous games and observe games 
played by others.”

https://www.toreba.net/service

https://www.toreba.net/service
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New Research Methods



New Research Methods Used

Research Method Taken From: UX Methods

Learn mental modes of users and people

�� Five Whys Analysis

Research Method Taken From: 101 Research Methods

Compare concepts which are similar or overlapping

Evaluate the emerging themes

�� Concept Generating Matrix



Concept Generating Matrix

Research Method Taken From: 101 Research Methods

This research method was found in the “101 Research 
Methods” book by Vijay Kumar. The Concept matrix is a 
two dimensional matrix which helps to explore concepts 
at their intersections. It defines areas to explore.



The reason I chose this matrix was because I wanted to 
think deeper about factors which contribute to dark UX 
patters. I considered, user types, phycological factors, 
impact on user experience, and affects on the company.

Jump-start my brainstorming for dark UX patterns

Guide my research based on my crane game company

Ultimately Helped Me

I was able to recognize patters

Compare concepts which are similar or overlapping

Evaluate the emerging themes

Benefits From Using The Matrix



5 Whys

Research Method Taken From: UX Methods

Jump-start my brainstorming for dark UX patterns

Find seamless ways to implement dark UX patters

Learn how users may fall for a dark UX pattern

Ultimately Helped Me

Discover users behavours

Reveal user’s motivations

Dig pass surface level answers

Benefits From Using The Matrix

This research method was taken from the UX Methods 
book by James Pannafino. The five whys method digs 
deeper into users behaviours and thoughts. This method 
gets the other person talking and to reveal information 
about their actions.



I wanted to discover how users have come across 
different dark UX patters and learn more about how dark 
UX patterns are implemented. In what way do they affect 
the users?



User Research



User Research | Online Ethnography

I have used the online ethnography research method in 
the past, I needed to learn who the users are and what 
kind of demographic these users fall into. This will help 
determine what dark UX methods will be affective on the 
specific userst.



Teens

Young Adults

Entertainers and YouTubers

Ages of 18-34

User Demographic

It is essentially a gambling game

People can get addicted easily. “I’ m so close, I’ll get it next round”

When streamers play, viewers raid the website. Possible FOMO 

Gaining small rewards will get users hooked

What I Learned



Persona

Feri Leonards
25

Goals

Bio Scenario

Create entertaining and 
engaging content for his 
YouTube audience.

Build a strong community of fans 
and followers who enjoy his gaming 
content.

Habits

Spends hours each day playing 
and streaming gameplay.

Gets frustrated when there is 
someone else on the machine 

Easily gets addicted to playing a 
game which includes levels.

Pains

Struggles with excessive spending 
on gaming, particularly on addictive 
games.

Pressure to produce new and 
exciting content to keep his viewers 
engaged.

Occupation: Live Streamer

Location: United States

Personality

Makes impulsive decisions when live 
streaming.

Does not mind spending money to 
keep his stream entertaining.

Feri Leonard is a 25-year-old streamer 
known for his gaming content, 
particularly focusing on variety 
streaming. He enjoys entertaining his 
audience and sharing his gaming 
experiences. Feri’s main audience are 
teens and young adults who tunes 
into his live streams.

Feri stumbled upon Toreba while 
browsing for new games to play. 
Intrigued by the concept of an online 
crane game, he decided to give it a try 
and create content around it. He 
wanted to continue playing and 
unlock more levels. Missing out on 
the prizes make him feel frustrated. 



Opportunity Research



Dark Patterns Research

I went online to look for resources about dark UX patterns. 


I learned about the reasons why companies may use dark 
patterns and some examples of dark patters that are often 
found on websites.


Confirm-Shaming 

Confusing and Trick Questions

Misdirection

Forced Continuity

Urgency

Bait and Switch

FOMO

Progressive Unlocks

Obfuscation

Examples

Trick users

Interrupts User Intended Actions 

Work Best Short Term

Negative Impact on Brand Long Term

Schemes

Redirect Users Attention

Make Users Share Information They Did Not Intend to 

Are Sneaky

Dark Patterns...

Image: https://uxknowledgebase.com/dark-patterns-3b41ed7a690e

https://uxknowledgebase.com/dark-patterns-3b41ed7a690e


Focusing the user’s attention to one thing over another. 


By creating a larger image, it will increase the chance 
that the user will click on it. The larger images can 
include crane games which offers an exclusive toy or a 
more expensive game. Ultimately leading the user to 
click on a game which is more expensive. It can lead to 
overspending.

Misdirection

Enlarged image of 
the crane machine 
which is more 
expensive to play

Only reveal price of hidden costs at the checkout page.


The website is in Japanese which would cause confusion 
in pricing. When the customer goes into their checkout 
page, it reveals handling fees and the price conversion. 
This leds to increase of payment on top of the crane 
game.

Hidden Cost

$7.90

$12.90

$5.00

$5.00

Hidden fees such as 
shipping protection 
and shipping fees

Dark Patterns Opportunities



Shaming the user for not using perks.


Offer users discounts and shame them for not using it.


Force the user to to sign up and put their email 
information to use the discount.

Confirm-Shaming 

Count down for sales to create urgency for users.


In my research I found that many users realize that 
these games are a scam and a gamble. Taking this into 
account, users may feel more inclined to spend when 
they notice that there is a sale going on as it will make 
them feel like its more worth it to spend money. It will 
cause the customers to make impulsive purchased and 
spend money.

Urgency

TOREBA SALE

TOREBA SALE

TOREBA SALE

TOREBA SALE

TOREBA SALE

TOREBA SALE

TOREBA SALE

TOREBA SALE
IN 1 day, 12 hours, 23 minutes, 2 seconds ENDS IN 1 day, 12 hours, 23 minutes, 2 seconds ENDS IN 1 day, 12 

Large banner to 
show when the 
sale ends and 
create urgency

20% off!

No thanks, I do not like to save

Yes I’d like the discount

JUST FOR YOU!

Dark Patterns Opportunities

Offer popup saying 
“just for you!”. 


The dismiss button 
is small and 
shames the user 
saying “No thanks, 
I do not like to 
save”



Chosen Dark Patterns

Notifications of users who recently won and purchased


By implementing live sales and crane game wins as 
notifications at the bottom of a website causes urgency 
to the user to quickly purchase products before it gets 
stolen. Its used to create FOMO among customers. This 
is particularly effective for a online crane game service 
because there limited stock of certain items. When 
users click onto the notification, it will take them to the 
site’s ‘Winning Replays’ page which shows replay videos 
of winners.

FOMO

Someone recently won a 


Alpacasso 
Strawberry Ultra BIG

20 mins ago from Japan

Continue playing to unlock a batch of new crane machines


The dark UX method is often used in gambling sites to 
create addiction among users. It presents users with a 
limited amount of crane game machines and prizes. 
Exclusive crane machines gradually unlock over time as 
the user plays and interacts with the site. Users will have 
to unlock levels which will enable them to play more crane 
games. This adds to the addictive aspect of these sites.

Progressive Unlocks

Notification 
showing who 
recently won

LV.3

LV.2 LV.2

LV.4

LV.3

LV.4

LV.3

LV.4

LV.4

LV.5

LV.4

LV.5

Locking levels 
for the user to 
get them 
hooked to 
unlocking new 
machines

https://uxdesign.cc/the-dark-ux-patterns-used-by-online-gambling-websites-19ea8b4e390f https://www.uxdesigninstitute.com/blog/what-are-dark-patterns-in-ux/

The two chosen dark UX patterns.

https://uxdesign.cc/the-dark-ux-patterns-used-by-online-gambling-websites-19ea8b4e390f 
https://uxdesign.cc/the-dark-ux-patterns-used-by-online-gambling-websites-19ea8b4e390f 


Visual Research



Brand Goals: TOREBA

Brand Goal/Mission

Get the same feeling as playing a crane game in an arcade with Toreba! 
Prizes won will be shipped to your doorstep!”



What is Toreba?

Toreba allows you to remotely play real crane games through the internet. 
Any prizes you have won can be shipped to your place. 
Replay videos may also be uploaded, allowing you to watch your previous games 
and observe games played by others.

Toreba host their crane games online which connects to a physical crane machine inside their facility. 


Users from all over the world use the website. They offer worldwide shipping and delivery.

“
”



Website Screenshots



H1 Nova Round 16px weight 700 

Button Button

Service Name typeface: Helvetica Neue

font-size: 13px font-weight: 100

Body YuGothic 13px weight 100


This is an example of body text. 


Phasellus pellentesque elit urna, et fermentum odio ultrices at. 

Nulla a semper massa, nec consectetur sem. Pellentesque ac 

sagittis felis. Etiam eget dolor mi. Sed ut ante finibus, varius 

eros sollicitudin, tincidunt enim. Proin tempor fringilla turpis 

porttitor auctor. Fusce nibh nisi, commodo sed lobortis in, 

hendrerit quis eros. Nam sollicitudin luctus dapibus.

H2 Meiryo 14px weight 700

H1 Nova Round 16px weight 700 

<dd>


This is an example of side category.


Typeface: Helvetica Neue


font-size: 13 px


font-weight: 400

Text styling

#FF4571 #FF4571

Toreba Style Tile

#FF4571 #FF4571

https://www.toreba.net/service

https://www.toreba.net/service


Deceptive Pattern Icons and Visuals
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SORRY!
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Wireframes



Low-Fidelity Testing & Feedback #1

Works seamlessly with the type of site Fomo notifications are perfect

Reminds them of playing games

Making customers have to unlock is evil, like the idea

How does the level progression work? Higher quality prizes?

Makes people feel like “Oh!! If they can win maybe I could too”

“I want to win too”

Progressive Unlocks Feedback FOMO | Win Notifications Feedback



Mid-Fidelity Testing & Feedback #2

Where to display user’s current level? Makes users feel competitive

Reminds them of toxic gacha games or MMORPGs

Likes the extra gamification which adds to the site purpose

Can be addictive

Adds a bit of urgency, makes users think “I need to win 
before someone else does!”

Good idea

Progressive Unlocks Feedback FOMO | Win Notifications Feedback



High-Fidelity Testing & Feedback #3

Design 1 Design 2

XP bar too small Level bar blocking some content

Not drawn to the XP bar, not appealing

Might miss the XP level bar at the top

Notification is clear and easy to read

Can add some colours to notifications to make it pop

Might be better to put at the top left

Like the cat, it is cute, fits with the theme

Like how users have to level up to get stuff

Makes it enticing, makes them want to get the reward

The icons match the website visual branding well The pop up looks real



Screen Flow



Progressive Unlocks

As the user signs in, they will 
be presented with their current 
level and different locked and 
unlocked crane machine 
games.

Users can click into the 
unlocked crane games and play.

When users win, the screen will 
show “GET” and the user 
experience points will be added.

New unlocked crane game 
machines will show in the home 
screen and the level bar will be 
updated.



FOMO | Win Notifications

The winnings page displays all of 
the recent replays of the winnings.

Replay videos are uploaded allowing 
users to watch previous games and 
observe games played by others.


Clicking the button, it will take them 
to the winnings page.

Win notification will display and an 
audio “ding” will play when other 
customers win.


The user can dismiss the notification 
by clicking the ‘x’.


They can click into the notification to 
view the replay video of the won prize.
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Appendix - Research

Figjam files with research and notes



Appendix - Visual Design

Figma files with wireframes and visual design research


