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How The User is Misled

The website I chose is an online crane game service named TOREBA.
The target audience are people between the ages of 18-34.

“Toreba allows you to remotely play real crane games through the internet.
Any prizes you have won can be shipped to your place. Replay videos may also
be uploaded, allowing you to watch your previous games and observe games
played by others.”

https://www.toreba.net/service

The two deceptive UX methods used to mislead the user are:
1. Progressive Unlocks

This dark UX presents users with a limited amount of crane game machines and prizes.
Exclusive crane machines gradually unlock over time as the user plays and interacts with
the site. Users will have to play crane games to unlock levels and crane machines. Users
between the ages of 18-34 are more likely to get addicted to gaming sites. This adds to
the addictive aspect of the site and forces the users to continue engaging with the site.

2. FOMO | Win Notifications

“Sorry! YOU MISSED OUT". Implementing live sales and crane game wins as notifications
at the bottom of a website causes urgency to the user to quickly purchase products
before it gets won by someone else. The use of wording saying “you missed out” puts
pressure to the user. It is used to create FOMO (fear of missing out) among customers.
This is particularly effective for a online crane game service because there limited stock of
certain items. By using this tactic it exploits users psychological principles to influence
user behaviours. The target audience of the users are teens and young adults which
makes them more venerable to the feeling of FOMO.
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New Research Methods



New Research Methods Used
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to help explore concepts at their intersections. The
key to this method is to determine which set of fac-
tors to use. Each set should be comprehensive and
complementary to the other so that the intersections
are coherent with the goals of the project. Often, a
list of activities or needs discovered in research is an
important set of factors that can be used as one axis
of the matrix. A second set of factors may come from
another method, for example, the stages from the
Compelling Experience Map.

This method gives a simple siructure to ideation while
keeping it strongly grounded in research. It's also help-

For example, a commonly used combination of sets is
user types and the compelling experience framework.
Create a table with one set as column headings and
the other as row headings.

STEP 2: Populate the matrix cells with concepts.
Brainstorm around the intersection of pairs of factors.

Some cells may be more fruitful than others; this is fine,

but make sure each cell is at least considered. Give

each concept a compelling and memorable name. Write
a brief description about the concept. Optionally, create
thumbnail sketches or diagrams of each concept. Visu-
alizing concepts to support the description is helpful for

Start by asking a broad question about the user’s behavior baseq +

on the given problem. After they answer the question, follow it up
with the question “Why?” Do this five times, documenting any key /

motivations that are revealed along the way. Try to avoid horizonta
or leading questions that don’t move the conversation towards the

root cause.

One of the benefits of the five whys analysis method is that it gets the
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Revisit the insights and frameworks that resulted
from the work in Frame Insights mode. Discuss them
in teams, speculate on how they can lead to valuable

Factor A

evaluation of concepts as a team. Make other matri-
ces with other sets of factors from the research as a
way to explore more concepts.
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5.6 CONCEPT-GENERATING MATRIX

When to use: During an interview or conversation in order to dig for details.

2. Five Whys Analysis

1. Concept Generating Matrix

I Research Method Taken From: 101 Research Methods I Research Method Taken From: UX Methods

I Compare concepts which are similar or overlapping I Learn mental modes of users and people

I Evaluate the emerging themes



Concept Generating Matrix

This research method was found in the “101 Research
Methods” book by Vijay Kumar. The Concept matrix is a
two dimensional matrix which helps to explore concepts
at their intersections. It defines areas to explore.

Benefits From Using The Matrix

The reason I chose this matrix was because I wanted to
think deeper about factors which contribute to dark UX
patters. I considered, user types, phycological factors,

impact on user experience, and affects on the company. I Compare concepts which are similar or overlapping

I I was able to recognize patters

I Evaluate the emerging themes

Concept generating matrix: TOREBA and Dark UX

Targeted Audience: People who Enjoy Online Crane Games Context or Pla niine Crane Game
False Scarcity Good Review Boost Expert Endorsement Gamification Limited Odds False Progress et randomized Hidden Costs  False Scarcity I
Notification Leveraging social fabricating  Expl loitation Disclosure Indicators prizesina rewards.

o T EEEEEEEE ST addictive gaming Little info about the deceptive
psychological trigger  proof endorsements or °

; dorsementsor  gements or rewards odds of winning manner
pressured into affilationswith o0
making quick reputed experts or
purchase organizations Misdirection  Confirm- Confusing Misleading

shaming and trick
questions
Urgency Countdown
Playing on the fea
issi
inui

aaaaaaaa

nnnnnnnnnnnnnnnnnnnn

reciprocate the popups exclusive prizes

perceived favor by Options Reviews/

I Jump-start my brainstorming for dark UX patterns

I Guide my research based on my crane game company

EEEEEEEEEEEEEEEEE more users increase mor
excitement .
redi online engagem challenging
nnnnn
nnnnnnnnnnnnnnnnnnnnnnnnnn ssed
legitimacy ~ resentment Variety Skill Convenience
Chal
eeeeeeeeeeeeeeeeeee
disappointment
eeeeeeeeeeeee sers negative word- negative impacts getting users Word
B2z addicted will can increase
KD being  leadtoi sale:

promotions or

decreased desensitization ~ users become
mmmmmmm
retention tactics

Impulse :Lz:len' "f::s ComTETEE loss of revenue declinein user Negative reviews
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

about unethical

practices

eeeeee
conditions increasingly

Negative reviews. undermines the

social media

eeeeeeeeeeeeeeeeeeeeeeee

Research Method Taken From: 101 Research Methods



5 Whys

This research method was taken from the UX Methods
book by James Pannafino. The five whys method digs
deeper into users behaviours and thoughts. This method
gets the other person talking and to reveal information
about their actions.

I wanted to discover how users have come across
different dark UX patters and learn more about how dark
UX patterns are implemented. In what way do they affect
the users?

5 Whys: Have you ever come across a dark ux patfern?

Participant 1 Participant 2 Participant 3

Why 1 playing a video game  shopping online and Instacart pop up
and clicked on a x saw the sale almost
button on an ad ending

Why 2 clicked on the x it was displayed at pop up for frequently
button to close it and the very top of the purchased items from
but the download site in bold letters and users
page popped up colours

Why 3 false x button the company is trying tempt users and

to get peoples attract more them to
attention buy the items

Why 4 the ad wants you to so the costumers feel  putting before the
downloads the the urge to purchase  checkout page, plays
game’s app quickly with people’s

impulsivity

Why 5 the people making so they can save will cause users to not
the app want to make money think about their
money purchases

The UX Bait and switch FOMO Pop Up / FOMO

dark pattern
The x button was Urgency for people to Entices customer to
misleading and did purchase when they  purchase items
not do what the user  are on the site which are frequently
wanted purchased

Research Method Taken From: UX Methods

Benefits From Using The Matrix

I Discover users behavours
I Reveal user’'s motivations

I Dig pass surface level answers

Ultimately Helped Me

I Jump-start my brainstorming for dark UX patterns
I Find seamless ways to implement dark UX patters

I Learn how users may fall for a dark UX pattern



User Research
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Persona

Ferl Leoﬁnards

25

Occupation; Live Streame

Location; United States

_—

Bio

Feri Leonard is a 25-year-old streamer
known for his gaming content,
particularly focusing on variety
streaming. He enjoys entertaining his
audience and sharing his gaming
experiences. Feri's main audience are
teens and young adults who tunes
into his live streams.

Goals

| Create entertaining and
engaging content for his
YouTube audience.

Build a strong community of fans
and followers who enjoy his gaming
content.

Scenario

Feri stumbled upon Toreba while
browsing for new games to play.
Intrigued by the concept of an online
crane game, he decided to give it a try
and create content around it. He
wanted to continue playing and
unlock more levels. Missing out on
the prizes make him feel frustrated.

Pains

I Struggles with excessive spending
on gaming, particularly on addictive
games.

I Pressure to produce new and
exciting content to keep his viewers
engaged.

Personality

| Spends hours each day playing
and streaming gameplay.

| Gets frustrated when there is
someone else on the machine

| Easily gets addicted to playing a
game which includes levels.

| Makes impulsive decisions when live
streaming.

| Does not mind spending money to
keep his stream entertaining.
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Dark Patterns Research Dark Patterns...

I Trick users

I went online to look for resources about dark UX patterns. I Interrupts User Intended Actions

I learned about the reasons why companies may use dark I Work Best Short T
patterns and some examples of dark patters that are often ol Bl ort ferm

found on websites. I Negative Impact on Brand Long Term

I Schemes
I Redirect Users Attention

@ DARK PATT ERNS I Make Users Share Information They Did Not Intend to
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https://uxknowledgebase.com/dark-patterns-3b41ed7a690e

Dark Patterns Opportunities

Hidden Cost

I Focusing the user’s attention to one thing over another. I Only reveal price of hidden costs at the checkout page.
By creating a larger image, it will increase the chance The website is in Japanese which would cause confusion
that the user will click on it. The larger images can in pricing. When the customer goes into their checkout
include crane games which offers an exclusive toy or a page, it reveals handling fees and the price conversion.
more expensive game. Ultimately leading the user to This leds to increase of payment on top of the crane
click on a game which is more expensive. It can lead to game.
overspending.

Express checkout
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Dark Patterns Opportunities

I Count down for sales to create urgency for users.

In my research I found that many users realize that
these games are a scam and a gamble. Taking this into
account, users may feel more inclined to spend when
they notice that there is a sale going on as it will make
them feel like its more worth it to spend money. It will
cause the customers to make impulsive purchased and
spend money.

ﬁoreba i
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TOREBA SALE  TOREBA SALE TOREBA SALE  TOREBA SALE

IN 1 day, 12 hours, 23 minutes, 2 seconds ENDS IN 1 day, 12 hours, 23 minutes, 2 seconds ENDS IN 1 day, 12

TOREBA SALE  TOREBA SALE TOREBA S8ALE  TOREBRA SALE

Large banner to
show when the
sale ends and
create urgency

Confirm-Shaming

I Shaming the user for not using perks.
Offer users discounts and shame them for not using it.

Force the user to to sign up and put their email
information to use the discount.

'
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Chosen Dark Patterns

The two chosen dark UX patterns.

Progressive Unlocks

I Continue playing to unlock a batch of new crane machines

The dark UX method is often used in gambling sites to
create addiction among users. It presents users with a
limited amount of crane game machines and prizes.
Exclusive crane machines gradually unlock over time as
the user plays and interacts with the site. Users will have
to unlock levels which will enable them to play more crane
games. This adds to the addictive aspect of these sites.

https://uxdesign.cc/the-dark-ux-patterns-used-by-online-gambling-websites-19ea8b4e390f

Locking levels
for the user to
get them
hooked to
unlocking new
machines

FOMO

I Notifications of users who recently won and purchased

By implementing live sales and crane game wins as
notifications at the bottom of a website causes urgency
to the user to quickly purchase products before it gets
stolen. Its used to create FOMO among customers. This
is particularly effective for a online crane game service
because there limited stock of certain items. When
users click onto the notification, it will take them to the
site’s ‘Winning Replays’ page which shows replay videos
of winners.

https://www.uxdesigninstitute.com/blog/what-are-dark-patterns-in-ux/

' Iumnlgnllwﬁl {

DR -
e Ll o 10| B2
N

8 Sy ek 34
WewPrizes~ &

aaaaaaaaaaaaaaaaaaaaa

Notification
showing who
recently won

Alpacasso
&8 Strawberry Ultra BIG

v ¥ 1,800TP Assist Availabl
lllll s Paradise - DXF -Yuzuriha- ing I Someone I'ecenﬂy won a

20 mins ago from Japan



https://uxdesign.cc/the-dark-ux-patterns-used-by-online-gambling-websites-19ea8b4e390f 
https://uxdesign.cc/the-dark-ux-patterns-used-by-online-gambling-websites-19ea8b4e390f 

Visual Research



Brand Goals: TOREBA

Toreba host their crane games online which connects to a physical crane machine inside their facility.
Users from all over the world use the website. They offer worldwide shipping and delivery.

‘ ‘ Brand Goal/Mission

Get the same feeling as playing a crane game in an arcade with Toreba!
Prizes won will be shipped to your doorstep!”

What is Toreba?

Toreba allows you to remotely play real crane games through the internet.

Any prizes you have won can be shipped to your place.

Replay videos may also be uploaded, allowing you to watch your previous games ’ ’
and observe games played by others.
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H1 Nova Round 18px weight 700 l J H1 Nova Round 18px weight 700

I H2 Meiryo 14px weight 700
This is an example of side category.

Typeface: Helvetica Neue
font-size: 13 px
font-weight: 400 This is an example of body text.

Body YuGothic 13px weight 100

Phasellus pellentesque elit urna, et fermentum odio ultrices at.
Nulla a semper massa, nec consectetur sem. Pellentesque ac
sagittis felis. Etiam eget dolor mi. Sed ut ante finibus, varius
eros sollicitudin, tincidunt enim. Proin tempor fringilla turpis

porttitor auctor. Fusce nibh nisi, commodo sed lobortis in,

hendrerit quis eros. Nam sollicitudin luctus dapibus. _ _
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font-size: 13px font-weight: 100
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Deceptive Pattern Icons and Visuals
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Low-Fidelity Testing & Feedback #1

Progressive Unlocks Feedback FOMO | Win Notifications Feedback

I Works seamlessly with the type of site I Fomo notifications are perfect
I Reminds them of playing games I Makes people feel like “Oh!! If they can win maybe I could too”
I Making customers have to unlock is evil, like the idea I “I want to win too”

I How does the level progression work? Higher quality prizes?



Mid-Fidelity Testing & Feedback #2

Progressive Unlocks Feedback FOMO | Win Notifications Feedback

I Where to display user’s current level? I Makes users feel competitive
I Reminds them of toxic gacha games or MMORPGs I Adds a bit of urgency, makes users think “I need to win
, e , , before someone else does!”
I Likes the extra gamification which adds to the site purpose
I Good idea

I Can be addictive



High-Fidelity Testing & Feedback #3

AThe prizes|will l_).e
. dupdated monthly!

All(10354)
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Collectible Card
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Hatsune Miku x Rody AMP +

X X

KawaiiPotato (Lv.8)
recently won a

48 Alpacasso Strawberry

l KawaiiPotato (Lv.8) I
‘i" ULTRA BIG

imetsu no Yaiba(211) recently won a

Disney(400) 48 Alpacasso Strawberry

S ) [ - S ket o s
I XP bar too small I Level bar blocking some content
I Not drawn to the XP bar, not appealing I Might be better to put at the top left
I Might miss the XP level bar at the top I Like the cat, it is cute, fits with the theme
I Notification is clear and easy to read I Like how users have to level up to get stuff
I Can add some colours to notifications to make it pop I Makes it enticing, makes them want to get the reward

I The pop up looks real I The icons match the website visual branding well



Screen Flow



Progressive Unlocks

— User level — Locked levels User level
Level bar updates
Home Page Game Page Win Prize I_ Home Page
New
level
updated
Click to
play a Win games
game & level up
New claw
machines
unlocked
As the user signs in, they will Users can click into the When users win, the screen will New unlocked crane game
be presented with their current unlocked crane games and play. show “GET” and the user machines will show in the home
level and different locked and experience points will be added. screen and the level bar will be
unlocked crane machine updated.

games.



FOMO | Win Notifications
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SORRY!
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o [ YOU MISSED oum
48

o T awsiiPotat (Le8) recestly WON 8
{ Apacasso Strawhenry ULTRA B1G

Click ‘X’ to dismiss
notification

Click into the
nofification

Win notification will display and an

audio “ding” will play when other

customers win.

FOMO message
“Sorry! you
missed out!

The user can dismiss the notification

by clicking the ‘X..

They can click into the notification to
view the replay video of the won prize.

FOMO message
Win Replay Recording “What you missed!”

‘QIIMOW " .
—c RN

Alpacasso Strawberry ULTRA BIG!

——

) MISSED!

REPLAY OF WHAT YOU

MORE OF WHAT YOU MISSED!

- User clicks to
view more
replays
“More of what

you missed!”

Replay videos are uploaded allowing
users to watch previous games and
observe games played by others.

Clicking the button, it will take them
to the winnings page.

—— FOMO message
“This is what you missed!

Winnings Page Better luck next fime!”

THIS IS WHAT YOU MISSED!

Better luck next time!

| e
g
- e

The winnings page displays all of
the recent replays of the winnings.
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Appendix - Research

Figjam files with research and notes
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The UX
dark pattern

Participant 1

playing a video game
and clicked on a x
button on an ad

clicked on the x
button to close it and
but the download

page popped up

false x button

the ad wants you to
downloads the
game’s app

the people making
the app want to make
money

Bait and switch

The x button was
misleading and did
not do what the user
wanted

Participant 2

shopping online and
saw the sale almost
ending

it was displayed at
the very top of the
site in bold letters and
colours

the company is trying
to get peoples
attention

so the costumers feel
the urge to purchase
quickly

so they can save
money

FOMO

Urgency for people to
purchase when they
are on the site

Participant 3

Instacart pop up

pop up for frequently
purchased items from
users

tempt users and
attract more them to
buy the items

putting before the
checkout page, plays
with people’s
impulsivity

will cause users to not
think about their
purchases

Pop Up / FOMO

Entices customer to
purchase items
which are frequently
purchased

Other

playing a video game with ads
rewards

because get certain rewards
for watching the ads

some items in the games needs
gems to purchase and they are
not free

the game needs to make
money

the manufacture needs to make
money and live

bombarding users with ads

rewards are disproportionately
small compared to the time
and effort required to engage
with the ads
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Appendix - Visual Design

Figma files with wireframes and visual design research
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